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DETAILED ACTION 

Continued Examination Under 37 CFR 1.114 

1 . A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
04/25/2008 has been entered. 

This Office action is responsive to Applicant's Amendment filed 04/25/2008. 
Claims 1 , 5, 1 1 , 16, and 20 are amended. 
Claims 1-29 are pending in the application. 

Response to Arguments 

2. Applicant's arguments with respect to claims 1-29 have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Objections 

3. Claims 1 and 11 are objected to because of the following informalities: "SIM" and 
"AAA" in claims 1 and 11 must be spelled out. Appropriate correction is required. 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1-29 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Kalavade et al. (U.S. Patent Application Publication 2003/0051041 A1) hereinafter 
Kalavade in view of Gregg et al. (U.S. Patent Application Publication 2003/0046589 A1) 
hereinafter Gregg. 

Regarding Claims 1 and 11, Kalavade discloses a method comprising: 

establishing a protected communications channel (SSL) with a computing system 
(Figure 1 , paragraph 0409), the computing system providing SIM AAA capabilities 
without use of a discrete hardware SIM device (paragraphs 01 03 and 01 1 0-01 1 1 ); and 

provisioning SIM secret data (login/password information) to the computing 
system over the protected communications channel (paragraphs 0109- 0124 and 149). 

Kalavade further discloses providing access to memory by using AAA 
capabilities (paragraph 0103) but does not disclose a trusted environment in an open 
platform of a computer system and providing access to a trusted environment in an 
open platform. 
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However, Gregg expressly discloses a trusted environment in an open platform 
of a computer system and providing access to a protected memory by said open 
platform (Figure 25, paragraphs 0099-0101). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to have incorporated Gregg's invention within Kalavade to 
include a trusted environment in an open platform of a computer system and providing 
access to a protected memory by said open platform. One of ordinary skill in the art 
would have been motivated to do this because it would provide enhanced security. 

Regarding Claim 5, Kalavade discloses a method comprising: 
using SIM capabilities provided by a computing system without a discrete 
hardware SIM device for user authorization (paragraphs 0103 and 01 10-01 11), 
authentication and accounting in association with a subscription account (paragraph 
0063); and 

providing a subscription account for access by the computing system (paragraph 

0180). 

Kalavade does not disclose providing access to a trusted environment in an open 
platform of a computer system. 

However, Gregg expressly discloses providing access to a trusted environment 
in an open platform of a computer system (Figure 25, paragraphs 0099-0101). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to have incorporated Gregg's invention within Kalavade to 
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include providing access to a trusted environment in an open platform of a computer 
system. One of ordinary skill in the art would have been motivated to do this because it 
would provide enhanced security. 

Regarding Claim 16, Kalavade discloses a method comprising: 

authenticating and authorizing a user of a subscription account at least in part by 
using Subscriber Identity Module (SIM) compliant authentication and authorization 
capabilities on a computing system that provides the SIM-compliant authentication and 
authorization capabilities without use of a discrete SIM hardware device (paragraphs 
0103 and 01 10-01 11); and 

providing user access to the subscription account upon receipt of predetermined 
credentials (paragraph 0103). 

Kalavade does not disclose a trusted environment in an open platform of a 
computer system. 

However, Gregg expressly discloses a trusted environment in an open platform 
of a computer system (Figure 25, paragraphs 0099-0101). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to have incorporated Gregg's invention within Kalavade to 
include a trusted environment in an open platform of a computer system. One of 
ordinary skill in the art would have been motivated to do this because it would provide 
enhanced security. 
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Regarding Claim 20, Kalavade discloses an apparatus comprising: 
a server having access to a network (Figure 1, element 10); and 
a provisioning module stored on the server, the provisioning module, when 
executed by the provisioning server, to participate in provisioning Subscriber Identity 
Module (SIM) secret data to a computing system, the computing system to provide SIM- 
compliant authentication, authorization and accounting capabilities without use of a 
discrete hardware SIM device (paragraphs 01 03 and 01 1 0-01 1 1 ). 

Kalavade does not disclose a trusted environment in an open platform of a 
computer system. 

However, Gregg expressly discloses a trusted environment in an open platform 
of a computer system (Figure 25, paragraphs 0099-0101). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to have incorporated Gregg's invention within Kalavade to 
include a trusted environment in an open platform of a computer system. One of 
ordinary skill in the art would have been motivated to do this because it would provide 
enhanced security. 

Regarding Claims 2 and 12, Kalavade and Gregg disclose the limitations of 
Claim 1 above. Kalavade further discloses wherein provisioning SIM secret data 
includes provisioning at least one of identity secrets, key secrets, information to initialize 
data objects, information to initialize operator-specific cryptography algorithms, and 
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parameters, tools or utilities (paragraph 



Regarding Claims 3 and 14, Kalavade and Gregg disclose the limitations of 
Claim 1 above. Kalavade further discloses wherein establishing a protected 
communications channel includes using a protected key exchange mechanism 
(paragraph 0236). 

Regarding Claims 4 and 13, Kalavade and Gregg disclose the limitations of 
Claim 1 above. Kalavade further discloses wherein provisioning SIM secret data 
includes encrypting the SIM secret data (paragraph 0174). 

Regarding Claim 6, Kalavade and Gregg disclose the limitations of Claim 5 
above. Kalavade further discloses wherein providing the subscription account includes 
providing a wireless network access account (paragraph 0176). 

Regarding Claim 7, Kalavade and Gregg disclose the limitations of Claim 6 
above. Kalavade further discloses wherein using SIM capabilities provided by a 
computing system includes using SIM capabilities provided by a laptop computing 
system (Figure 1, element 16). 
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Regarding Claim 8, Kalavade and Gregg disclose the limitations of Claim 5 
above. Kalavade further discloses 5 wherein providing the subscription account includes 
providing a wired network access account (paragraphs 0176 and 0444). 

Regarding Claim 9, Kalavade and Gregg disclose the limitations of Claim 5 
above. Kalavade further discloses wherein using SIM capabilities includes using a 
protected execution environment provided by a laptop computing system (paragraphs 
0176 and 0277). 

Regarding Claim 10, Kalavade and Gregg disclose the limitations of Claim 5 
above. Kalavade further discloses wherein providing the subscription account includes 
providing location-based services (paragraph 0364). 

Regarding Claim 15, Kalavade and Gregg disclose the limitations of Claim 11 
above. Kalavade further discloses wherein establishing a protected communications 
channel includes receiving authentication information from the computing system 
(paragraph 0410). 

Regarding Claim 17, Kalavade and Gregg disclose the limitations of Claim 16 
above. Kalavade further discloses wherein providing user access to the subscription 
account includes providing user access to a wireless network account (paragraph 
0018). 
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Regarding Claim 18, Kalavade and Gregg disclose the limitations of Claim 17 
above. Kalavade further discloses wherein providing user access to wireless network 
account includes providing access to one of a GSM/GPRS network, a 3G network and a 
Personal Handyphone Network (paragraph 0059). 

Regarding Claim 19, Kalavade and Gregg disclose the limitations of Claim 16 
above. Kalavade further discloses wherein providing user access to the subscription 
account includes providing user access to a location-based services account 
(paragraph 0018). 

Regarding Claim 21 , Kalavade and Gregg disclose the limitations of Claim 20 
above. Kalavade further discloses wherein the network is one of a GSM/GPRS, 3G, 
Personal Handyphone System (PHS) and a CDMA network (paragraph 0059). 

Regarding Claim 22, Kalavade and Gregg disclose the limitations of Claim 20 
above. Kalavade further discloses wherein the network is a wireless network (Figure 1 , 
paragraph 0095). 

Regarding Claim 23, Kalavade and Gregg disclose the limitations of Claim 20 
above. Kalavade further discloses wherein the network is a wired network (Figure 1 , 
paragraph 0095). 
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Regarding Claim 24, Kalavade and Gregg disclose the limitations of Claim 20 
above. Kalavade further discloses wherein the provisioning module, when executed by 
the server, further operates to encrypt the SIM secret data to be provided to the 
computing system (paragraph 0210). 

Regarding Claim 25, Kalavade and Gregg disclose the limitations of Claim 24 
above. Kalavade further discloses wherein the provisioning module, when executed by 
the server, further operates to participate in a bilateral key exchange with the computing 
system over the network (paragraph 0236). 

Regarding Claim 26, Kalavade and Gregg disclose the limitations of Claim 20 
above. Kalavade further discloses wherein the computing system is further to store the 
SIM secret data in an encrypted format on a mass storage device of the computing 
system (paragraph 0217). 

Regarding Claim 27, Kalavade and Gregg disclose the limitations of Claim 27 
above. Kalavade further discloses wherein the computing system is further to store an 
encrypted bulk encryption key to be used to decrypt the encrypted SIM secret data 
(paragraph 0210). 
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Regarding Claim 28, Kalavade and Gregg disclose the limitations of Claim 28 
above. Kalavade further discloses wherein the computing system further includes a 
hardware token to provide a second key to encrypt the bulk encryption key (paragraph 
0198). 

Regarding Claim 29, Kalavade and Gregg disclose the limitations of Claim 20 
above. Kalavade further discloses wherein the server is further to control access by the 
computing system to a service (paragraph 0017), the server to provide access to the 
service by the computing system upon authorization and authentication of the 
computing system using the SIM-compliant authentication, authorization and accounting 
capabilities (paragraph 0261). 

Contact Information 

5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Baotran N. To whose telephone number is (571)272- 
8156. The examiner can normally be reached on Monday-Friday from 8:00 to 4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y. Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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